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Chapter 7
Input/Output

7.5 DMA
7.6 FireWire
7.7 InfiniBand

Computer Organization and 
Architecture Direct Memory Access

• Both interrupt driven and programmed 
I/O require active CPU intervention
—Processor must transfer data

– Read from device or memory
– Write to memory or device

—Transfer rate is limited
—CPU is tied up

• DMA allows devices to communicate 
directly with memory without passing 
data through the CPU

DMA Function

• Additional Module (hardware) on bus
• DMA controller takes over from CPU for 

I/O

Typical DMA Module Diagram

DMA and the System Bus

• In order to access memory the DMA 
module must pass data over the bus

• DMA and the CPU cannot share the bus
—But cpu may have cached instructions/data
—DMA can suspend processor operations 

temporarily (cycle stealing)

• On-board level 2 cache may keep the CPU 
busy without accessing the system bus
—But cache coherency can be a problem

First Party and Third Party DMA

• The DMA discussed here is sometimes 
called “third party DMA” because a third 
party (the DMA controller) performs the 
transfer
—It does not perform as well as “first-party” 

DMA where DMA circuitry is part of the IO 
device

—First-party DMA is supported by PCI and 
newer buses

—The device itself becomes a bus master
– Example: ATA drives typically use “Ultra DMA” 
– Terms such ULTRA ATA/100, Ultra ATA/66 etc are 

marketing terms, not standards 
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DMA Operation

• CPU tells DMA controller:-
—Read/Write
—Device address
—Starting address of memory block for data
—Amount of data to be transferred

• CPU carries on with other work
• DMA controller deals with transfer
• DMA controller sends interrupt when 

finished

DMA Transfer
Cycle Stealing

• DMA controller takes over bus for a cycle
• Transfer of one word of data
• Not an interrupt

—CPU does not switch context

• CPU suspended just before it accesses bus
—i.e. before an operand or data fetch or a data 

write

• Slows down CPU but not as much as CPU 
doing transfer

DMA and Interrupt Breakpoints During 
an Instruction Cycle DMA Configurations (1)

• Single Bus, Detached DMA controller
• Each transfer uses bus twice

—I/O to DMA then DMA to memory

• CPU is suspended twice

DMA Configurations (2)

• Single Bus, Integrated DMA controller
—Direct connection between DMA and I/O module

• Controller may support >1 device
• Each transfer uses bus once

—DMA to memory

• CPU is suspended once

DMA Configurations (3)

• Separate I/O Bus
• Bus supports all DMA enabled devices
• Each transfer uses bus once

—DMA to memory

• CPU is suspended once
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Intel 8237A DMA Controller
• Interfaces to 80x86 family and DRAM
• When DMA module needs buses it sends HOLD signal to 

processor
• CPU responds HLDA (hold acknowledge) 

— DMA module can use buses
• E.g. transfer data from memory to disk

1. Device requests service of DMA by pulling DREQ (DMA 
request) high

2. DMA puts high on HRQ (hold request), 
3. CPU finishes present bus cycle (not necessarily present 

instruction) and puts high on HDLA (hold acknowledge). 
HOLD remains active for duration of DMA

4. DMA activates DACK (DMA acknowledge), telling device to 
start transfer

5. DMA starts transfer by putting address of first byte on 
address bus and activating MEMR; it then activates IOW to 
write to peripheral. DMA decrements counter and increments 
address pointer.  Repeat until count reaches zero

6. DMA deactivates HRQ, giving bus back to CPU

8237 DMA Usage of Systems Bus

Fly-By

• While DMA using the bus the processor is idle, 
and when the processor uses bus, DMA is idle

• The 8237 is a “fly-by” DMA controller
• Data does not pass through and is not stored in 

DMA chip
—DMA only between I/O port and memory
—Not between two I/O ports or two memory locations

• Can do “non fly-by” memory to memory via 
register

• 8237 contains four DMA channels
—Programmed independently
—Any one active 
—Numbered 0, 1, 2, and 3

8237 Registers

8237 Register Functions

• Command register is loaded to control the 
operation of the DMA. Can perform 
operations such as memory block fill by 
disabling auto-increment

• Status register indicates for each channel 
if Terminal Count has been reached and if 
any requests are pending

• Mask registers can used to enable/disable 
individual channels or all 4 channels

Mode Register

• Determines mode of operation
—D0 and D1 are channel select
—D2 and D3 determin I/O->mem, mem-> I/O 

or a verify operation
—D4 set will reset memory addr register and 

count to original values at termination of 
operation

—D5 controls address autoincrement/decrement
—D6 and D7 determine single mode (single byte 

of data), block mode, demand mode (allows 
premature termination) and cascade mode
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Evolution of I/O Function

1. CPU directly controls device
2. Controller or I/O module; simple programmed 

transfer by CPU. Device details transparent to 
CPU

3. Same as above with interrupts; more efficient
4. I/O module accesses memory through DMA
5. I/O module becomes processor

• Executes stored program 
• CPU directs module to program in memory
• I/O processor executes program and generates 

interrupt on completion

6. I/O module has local memory and is a computer 
in its own right. 

I/O Channels and Processors

• Steps 5 and 6 (processing capability, local 
memory) we talk about an I/O channel or 
I/O processor instead of I/O module
—e.g. mainframe terminal controllers, 3D 

graphics cards, USB hubs

• CPU instructs I/O controller to do transfer 
or execute stored program

• Improves speed
—Takes load off CPU
—Dedicated processor is faster

I/O Channel Architecture: Selector 
Channel

• Controls multiple high-speed devices
• Dedicated to one device at a time

I/O Channel Architecture: Multiplexor
Channel

• Used with low 
or high speed 
devices

• Low speed: 
byte 
multiplexor

• High speed: 
block 
multiplexor

I/O Channel Architectures

• I/O channel architectures have 
traditionally only been used on mainframe 
computers

• They are now being used in high-
performance file servers and in storage 
networks

Interfacing

• Connecting devices together
• Serial and Parallel

—Traditional usage parallel for high speed, serial for low 
speed

—Recent develop in high-speed serial interfaces have 
given serial devices the advantage

– USB
– Gigabit ethernet
– SATA drives

—Serial cables are smaller and easier to manage 
electrically

– Interference between lines limits speed of parallel 
interfaces

– Synchronization of lines poses a problem at high speed 
and limits cable length

– Cables are bulky and require lots of shielding
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Point-to-point and multipoint interfaces

• Point-to-point interfaces provide a 
dedicated line to a device
—Ex: keyboard, rs-232, parallel printer interface

• Multipoint external interfaces support 
multiple devices

• Effectively behave as external buses
—Ex: USB, FireWire, InfiniBand

IEEE 1394 FireWire

• High performance serial bus
• Fast, low cost, easy to implement
• Also being used in digital cameras, VCRs 

and TV as well as computer systems

FireWire Configuration

• Daisy chain configuration
—Not strict, can be tree-structured

• Up to 63 devices on single port
—Really 64 of which one is the interface itself

• Up to 1022 buses can be connected with 
bridges

• Hot plugging—connect and disconnect 
peripherals while powered up

• Automatic configuration
• No bus terminators needed

Simple FireWire Configuration

FireWire 3 Layer Protocol Stack

• Physical Layer
—Defines transmission medium, electrical and 

signaling characteristics

• Link Layer
—Describes transmission of data in packets

• Transaction
—Defines a request-response protocol; hides 

low level details from applications

FireWire Protocol Stack
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FireWire - Physical Layer

• Data rates from 25 to 400Mbps
• Converts bits to electrical signals
• Provides arbitration service
• Two forms of arbitration

—Based on tree structure, daisy chain is a 
special case

—Devices in a tree configure themselves so that 
one node is designated as root

—Root acts as bus arbiter; process requests in 
first come first served order

—Natural priority controls simultaneous requests
– i.e. who is nearest to root

Firewire Aribtration

• The tree structure arbitration is 
supplemented by two additional functions:
1. Fairness arbitration

— Time is organized into “fairness intervals”
— At beginning of interval each node sets an arb_enable 

flag
— Once access is gained, flag is cleared and device may 

not compete again during the interval
— Prevents high-priority devices from monopolizing the 

bus

2. Urgent arbitration
— Some devices can be configued with urgent priority
— These devices can get the bus more than once during 

a fairness interval
— Three urgent packets can be transmitted for every one 

non-urgent packet

FireWire - Link Layer

• Two transmission types
—Asynchronous

– Variable amount of data and several bytes of 
transaction data transferred as a packet

– Packet is transferred to an explicit address
– Acknowledgement returned

—Isochronous
– Variable amount of data in sequence of fixed size 

packets at regular intervals
– Simplified addressing
– No acknowledgement

Asynchronous and Isochronous Data

• Asynchronous transmission for devices 
without fixed data rate requirements
—Ex. Printer, scanner, CD, DVD
—Default aribtration is fair arbitration

• Isochronous transmission for devices the 
require a substantial portion of bus 
capacity or have stringent latency 
requirements
—Real-time data collection, digital sound or 

video inputs
—Use urgent arbitration method
—Guarantees data rate / latency

Transactions

• The process of delivering a single packet is called 
a subaction

• An asynchronous subaction has 5 time periods:
1. Activation sequence 

— The exchange of signals required to give a device control of 
the bus

2. Packet Transmission
– Packet header has source and destination IDs, packet type, 

CRC checksum, and type-specific parameters
– Data block has user data and another CRC

3. Acknowledgement Gap
— Time delay for for dest to receive and decode a packet, 

generate acknowledgement
4. Acknowledgement

— Recipient returns an ACK packet indicating action taken
5. Subaction Gap

— Enforced idle period to ensure that other nodes do not begin 
arbitration before ACK packet has been transmitted

Typical FireWire Transactions
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Concatenated Asynchronous Subactions

• At the time that the acknowledgement is 
sent the acknowledging node has the bus

• If the exchange is a request/response 
transaction then the responding node can 
immediately transmit the response packet 
without an arbitration sequence

Isochronous Transactions

• To accommodate mixed traffic of isochronous and 
asynchronous transactions one node is designated 
as cycle master

• Periodically the cycle master issues a cycle start 
packet signaling to all devices that an isochronous 
cycle has begun

• During an isochronous cycle only isochronous 
packets may be sent 

• Each devices arbitrates for bus access; winning 
node transmits immediately 

• No ack packets, so other devices resume 
arbitration immediately after packet transmission
—Note that isochronous packets are smaller than asynch 

packets. Packet header includes negotiated 8 bit channel 
number, data length field and CRC

Mixed Traffic

• Isochronous traffic requires only a small 
gap between the end of a packet and the 
start of arbitration (smaller than a
subaction gap)

• After all isochronous sources have 
transmitted a subaction gap will occur

• Signals to asynchronous devices that they 
may now compete for access

InfiniBand

• I/O specification aimed at high end servers
—Merger of Future I/O (Cisco, HP, Compaq, IBM) and 

Next Generation I/O (Intel)

• Version 1 released early 2001
• Architecture and spec. for data flow between 

processor and intelligent I/O devices
• Intended to replace PCI in servers

—Enables servers, remote storage, network devices etc to 
be connected in a central fabric of switches and links 

—Can accommodate up to 64,000 devices

• Provides increased capacity, expandability, 
flexibility in server design

Infiniband compared to PCI

• PCI has to exist on the machine chassis; 
Infiniband is designed for external use

• Devices are attached to a central fabric of 
switches and links 

• Allows greater server density (in a farm) 
by removing I/O from the server chassis

• PCI measures distances in centimeters
• Infiniband allows distances of 17 m. 

(copper); 300 m. (multimode optical 
fiber) and 10km. (single mode optical 
fiber)

• Transmission rates up to 30 Gbs 
compared to 1Gbs PCI

Key Elements

• Host Channel Adapter (HCA)
—A typical server has a single interface to an HCA that links 

the server to an Infiniband switch
—HCA attaches at a memory controller that controls traffic 

between CPUs, memory, and HCA
—HCA uses DMA to access memory

• Target Channel Adapter (TCA)
—TCAs connect storage systems, routers and other peripheral 

devices to an Infiniband network

• InfiniBand Switch
—Provides point-to-point physical connections to devices and 

switches traffic from one link to another 
—Servers and devices communicate through HCAs via the 

switch
—Switch manages linkage without interrupting servers’ 

operation
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Key Elements

• Link
—The link between a switch and a channel 

adapter or between two switches

• Subnet
—One or more interconnected switches plus the 

links that connect devices to switches
—Allow confinement (if desired) of broadcast 

and multicast transmissions

• Router
—Connects InfiniBand subnets, or connects a 

switch to a LAN, WAN, or storage network

InfiniBand Switch Fabric

InfiniBand Operation

• 16 logical channels (virtual lanes) per 
physical link

• One lane for fabric management, rest for 
data transmission

• Data in stream of packets
• A virtual lane is dedicated temporarily to 

end to end transfer
• Switch maps traffic from incoming to 

outgoing lane
• Protocol stack provides queues to 

accommodate speed differences

InfiniBand Stack Layers

• Physical
—1x, 4x, 12x link speeds = 2.5, 10, 30 GBs

• Link
—Defines packet structure, addressing scheme, 

virtual lane logic, error detection

• Network
—Routes packets between subnets

• Transport
—End-to-end management

InfiniBand Protocol Stack


